Using Encryption to Enhance Confidentiality and Integrity (4e)
Fundamentals of Information Systems Security, Fourth Edition - Lab 05

Student: Email:

Belizaire Bassette Il bebasset@syr.edu
Time on Task: Progress:

25 hours, 14 minutes 100%

Report Generated: Thursday, October 16, 2025 at 8:34 PM

Section 1: Hands-On Demonstration
Part 1. Create and Exchange Asymmetric Encryption Keys

9. Make a screen capture showing the fingerprint for your key pair.

¢ View Ce ==tUsing Encryption to Enhance Confidentiality and Integrity (4e)
k2 it B = = wWorkstatian = B
SignfEncrypt... DecryptMVerify...  Import.. Export.. Cerfify... Q@E&S%@h'] 54&3{%:4&2&;@:] Smartcards
Belizaire Bassette Il ?

? *
Search... <Alt+Q> ertificates ~
[Seardt Q Al Certificate:

Name Key Pair Creation Wizard Key-ID
Belizaire DB6...

Key Pair Successfully Created

Your new key pair was created successfully, Please find details on the result and some
suggested next steps below,

Result

Key pair created successfully,
Fingerprint: SEDFOC293F87 1CAGEATSFBEADSSAD73DE3SCAAER

Next Steps

[ Make a Backup Of Your Key Pair... ]

Send Public Key By EMail. ..

Upload Public Key To Directory Service...

Finish Cancel

= - £17PM
H S Type here to search i 3% 101572005 -
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22. Make a screen capture showing the fingerprint for Alice’s key pair.

m Te
==t Using Encryption to Enhance Confidentiality and Integrity (4e)
L2 i B = = WWorkstatian = = )
Sign/Encrypt...  DeayptMVerify..  Import.. Export.. Cerfify,., Q@E&S%@h1 Sérﬁﬁ';aé:ﬁ&md Smartcards
Belizaire Bassette Il 7 X
‘:’e:-!:!a.” AL+ > All Certificates s
Namme Key Pair Creation Wizard Key-ID!
Alice Dodson E3D...

Key Pair Successfully Created

Your new key pair was created successfully, Please find details on the result and some
suggested next steps below,

Result

Key pair created successfully,
Fingerprint: 942597 17341CCCEDFFC2E566E3DTE/D3F49FE550

Next Steps
Make a Backup Of Your Key Pair..,
Send Public Key By EMall. ..

Upload Public Key To Birectory Service...

Cancel

6:31 PM

~ & s 10/15/2025

H £ Type here to search

30. Make a screen capture showing your public key in Alice’s certificate cache.

™ Kieopatra - O x
Ele View Cerificates Tools SettplgingiEnerytion to Enhance Confidentiality and Integrity (4e)
i i 2 =B = wWorkstatign = = A
SignfEncrypt... DecryptVerify...  Import.. Export.. Certify... QM 5-5%’@!-1 5 @uﬂﬁéé} :%pad Smartcards
Belizaire Bassette ||
‘_ie.=' ch...<Alt+Q> All Certificates s
Name E-Mail User-1Ds  Valid From  Valid Until  Key-ID
i Alice Dodson de ur d.com certified 10/15/2... 10/15/2... E3D...
Belizaire student@securelabsondemand.com certified  10/13/2025 10/15/2027 D86...
— - £:41 PM
H £ Type here to search A~ B ds mipim [}
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35. Make a screen capture showing Alice’s public key in your certificate cache.

™ Kleopatra - m] *
Bile View CLetficates Tooks Settipigin@'Enerybtion to Enhance Confidentiality and Integrity (4e)
L2 i B = = WWorkstatian = = )
Sign/Encrypt... DecryptMVerify...  Import.. Export,.. Cerfify,., Q@Q@ég&.‘]S@%;é&:t@épad Smartcards
Belizaire Bassette |l
All Certificates ~
(]

[3| allcertificates  Imported Certificates
T
Key-ID

Hame E-Mail User-IDs  Valid From  Valid Until
tAlice Dodson adodson@securelabsondemand.com certified  10/15/2025  10/15/2027 E3D7 E7D3 F40F B5R0;
Belizaire student@securelabsondemand.com certified 10/15/2025 10/15/2027 D86A D730 E39C AAES

) 7:11PM
A U &8 10/15/2025 L

H £ Type here to search
Part 2: Encrypt a File Using Asymmetric Encryption

9. Make a screen capture showing the successful signing and encryption message.

™ Sign/Encrypt Files - Kleopatra ? pod
results Using Encryption to Enhance Confidentiality and Integrity (4e)
secret-mes... Status and progress of the crypto Dperatunvv’mrrmanon
2025-10-1522:14:00

OpenPGP: All operations completed. Beiizail’e Bassette ”

secret-message. bt — secret-message. txt.gpg: Signing and encryption succeeded.

Firefox

9

B *‘_j
WinSCP

= m ® 9 ® o

£ Type here to search

Page 3 of 14



Using Encryption to Enhance Confidentiality and Integrity (4e)
Fundamentals of Information Systems Security, Fourth Edition - Lab 05

12. Make a screen capture showing the ciphertext.

| secret-message.tet.gpg - Notepad = [m] X

2025-10-15 22:15:20
HosEEE ) el = S iy s e s o pute B 23R Basselle l p i sny e sptig e EL 2 mrzatnnm- 2ke

File Edit Format View Help

F15PM

- o i~
. £ Type here to search g E ~ da 10/15/2005 1

Part 3: Decrypt a File Using Asymmetric Encryption

15. Make a screen capture showing the Decrypt/Verify Files window.

-
Ot der%jﬂ%gﬂ%ﬁ%&?ﬁ@ pto Enhance Confidentfaiit\; and-ntegrity {4e}

- — vWorkstation
2l operations completed. 2025_‘1 0_1 6 “r 02638

I— Deiizaire Bassette || —

alm

Recycle Bin

g — secret-message; bt show Audit Log
tudent: d.com

Save all Discard

] 7:26 AM
H» ® o ~ e & 15
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18. Make a screen capture showing the decrypted secret-message.txt file in Notepad.

RecycleBin  secret-mes..
7 secret-message.txt - Notepad 2025-10-16 10:27:30 - o
File Edit Format View Help Belizaire Bassette |l

=- like information systems security
2] Belizaire

o

Wins|

o — 7:27 AM

Ll © Type here to search A e &8 o505
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Section 2: Applied Learning
Part 1. Create an Asymmetric Key Pair

10. Make a screen capture showing the instructor’s key pair files.

Thu 16 Oct, 07:42 | ¢ il instructor

B Applications = 5| Terminal - instructor@Target...

B Terminal LsiRguEREEyptionja Eohance-Gopfidentiality and integ il
TargetLinux01

File Edit View Terminal Tabs Help

instructor_priva-

te.key

Part 2: Encrypt a File Using Symmetric Encryption

11. Document the password you used to symmetrically encrypt the file.

yourownpassword
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13. Make a screen capture showing the ciphertext in the secretmessage ENCRYPTED.txt
file.

*_| = F-| Terminal - student@Targeti...

=] Tertysirlg Enéryplionae EnhaEnce Confidentiality ard hit€g il
File Edit View Terminal Tabs Hel TargetLinUX[H
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16. Make a screen capture showing the output of the Is command.

*_| Terminal - student@TargetLi... 1y 4) 160

=] Tertysirlg Enéryplionae EnhaEnce Confidentiality ard hit€g il
File Edit View Terminal Tabs Help TargetLinUXO1

get 91 $ 15 secrec

Part 3: Transfer and Decrypt a File Using Hybrid Cryptography
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6. Make a screen capture showing the encrypted contents of the secretkey  ENCRYPTED.txt
file.

13 1)

Terfysiplg Enéryptibnde Enhgice Confidentiality ard Fht&g
Edit View Terminal Tabs Help TargetLinUXO1

“pLbEny | Smpe s Elattaiior

OBDEBEBRIFE\E &

b BEEEGBEEEL
3 EEMERBEF
BlEg ) v
OBEPEGE . TEA\BETEEL

T{ BEMEmi

i, BE-BEHEwEEE
7 | G, Bl

"1

BEEY  EGgBEE & “RE16vEUEEHE - 6066, 6T GWVEDE ] CERBEEBESHYR
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17. Make a screen capture showing the decrypted contents of the secretkey DECRYPTED.txt
file.

- @l student-f jer -] Terminal - instructor@T... " Thu 16 Oct, 14:42 | 4y instructor|

¥ Applications

Using Encryption to:Enhance Confidentiality and Integrity-{4e)
= TargetLinux01
_' Termma!zfj?smﬁj fegft?.jalgﬁzg [Desktop -
€ 2> 4 ‘ﬁ'|— File Edit  View BB"
DEVICES S
,;, File System
PLACES

NETWORK

% Browse Networl
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21. Make a screen capture showing the contents of the secretmessage DECRYPTED file.

¥ Applications - @@ st jer -] Terminal - instructor@T... Thu 16 Oct, 14:49 | 4y instructor|

= Using Encryption to:Enhance Confidentiality and Integrity-{4e)
= TargetLinux01
— (B Terminalo o5 OB AG I Peker A - B X

€+ # e e vew BulipaireBassstte || |

DEVICES

,;, File System

PLACES

'_? IS LrLUTTH

NETWORK

T Browse Networ)

network:///
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Section 3: Challenge and Analysis

Part 1: Digitally Sign a Document Using GPG

Make a screen capture showing the key fingerprint for the key pair you generated in this part of
the lab.

B Applications = 52| Terminal - instructor@Target... Thu 16 Oct, 16:3

Terminal - instructTQ@ﬁiiH%’ i
File Edit View Terminal Tal.‘-2023‘5_10_16 193551

instructor_priva-  unsignedmess-
te.key age.tt
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Make a screen capture showing the contents of the unsignedmessage.txt file.

B Applications = 52| Terminal - instructor@Target... mj Thu 16 Oct, 16:44 fl:inztruu:tu::-r
Yo O =g onmna ity ang oIy
Terminal Té?g&é:fmﬁﬁmtfinuxol: ~/Desktop
16 19:44:09

FEenTEan S ), use "sud

File System

Home

Part 2: Verify the Digital Signature Using Kleopatra
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Make a screen capture showing the successful signature verification on the sighed message
file.

You can Use this certificate to secure commubSHRG R RERYPLIQR 9. Enhance Confidentiality and Integrity (4€) -

Email Mame VWQ[KSiaUOH
geompson@securelabsondemand..., Quentin Compson 2025-19_1 6 20331 8
Belizaire Bassette Il

2 | [, Find Files | 7

™ Certificati... ? X =
0 Certification successful. . Rights i
T ) [:25 PM WX -
= oK
Certify 128 PM W-Tw-r--

Certificate Details

501 PM P-TW=r=-

Valid from:  10/16/2025

Expires: 10/16/2027

Type: OpenPGP

Fingerprint: DECA 5759 B1CE EB93 B585 SASE 6467 C9B8 0C48 2089

More details... Export... Certifications...

£ Type here to search
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